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Welcomel!

A key skill
for life

Accessed
anywhere

Wide and anytime
flexible
range of
information Easy to
communicat
e with
friends and
family

Motivational
and fun

Raise
Why do we and our young people standards
use ICT?
www.hertsdirect.org O

Hertfordshire



Aims of this session

e Look at how children are using the Internet
* Raise awareness of eSafety issues

e Consider ways of supporting parents/ carers
o Offer guidance on keeping your child safe

* Next steps

PN

Respond to Promote the
the negative positive
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The Internet and Related Technologies

Their space

Your space Our space
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How we use these technologies

Parents / Carers Young people
e-mail Music
Shopping Games
Booking holidays Chat
Research Instant Messaging IM
Blogs

Social Networking

Are you one of the 28% of parents who use the internet and
describe themselves as beginners?

7% of children describe themselves as beginners
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Moving on......

(Parents / Carers) Young people
web2
= —
= —
= —~
= —
= —
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Some of the technologies....

What next Instant
??7? messaging
Music
Download E-mall
sites
Wikies Chat Rooms
Video
broadcasting
Text

www.hertsdirect.org
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* Blog is short for web log or online diary
e Easy to create and use

« Easy to add comments and share ideas or
opinions

1% of parents thought their child blogged
33% of children used blogs
67% of parents didn’'t know what a blog was

UK Children Go Online, 2005, 9-19 year olds



Are our children and young people aware of the

risks?

Revealing Kids child bloggers often post

plenty of personal details on their web sites.

CISTRIBUTION OF DISCLOSED PERSOMAL INFORMATION
First name
Age
Contact info
Location
Email address
IM name
Birth date
Link to home page

:

!!!l!!

Full name

SOURCE: David Huffaker, MSMBC
Geargetown masters thesis

/U]

Hertfordshire



Mobile

phones

Anytime Anywhere

I Text messages

Camera phones
\ /

Internet access «—

- e-mail
MP3 player / J \
Chat and IM
Downloads Mobile TV
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* Podcasting is publishing radio style sound recordings on
a website. It’s like a radio show stored as an MP3 file.

e By podcasting, you can broadcast to the world without
the need for specialist equipment or a licence.

e Itis a great way to share work
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Instant

Chat Rooms :
messaging

« Chat Rooms are websites or part of websites that
provide an area for communities with common interests
to chat in real time. Many  Many

e |nstant Messaging IM is a way of communicating with
another individual in real time across the internet using
text-based not voice communication. One  One

79% of children use IM

29% of parents don’t know what IM is
Get I.T. safe NCH 2006 11 — 16 year olds 4 4
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Habbo Hotel Wikies

From Wlklpedla 1hefree encyclopedia i

{Redirected from Habbo
i~y Editing of this article by unregistered or newly registered users is currently disabled.
Such users may discuss changes, request unpratection, log in, or create an account.
Habbo Hotel is a virtual community for teenagers owned and operated by Sulake Corporation | Habbo Hotal

that combines the two concepts of a chat room and an online game. The original conception of
Habbo Hotel, Mobiles Disco, was created as a small project by two Finnish men, Sampo

kKarjalainen and Aapo K\_,.frujlé'l.m

The game is centered around Habbos, vitual representations of its members. Each character
has a different name, and is identified solely by this name. The senice's other focus point is
virtual furmi, which can be bought by Habbos using credits via a variety of payment methods,
including, but not limited to, SM3, home phone, pre-paid cards, credit card and money order.
This furniture and the credits used to buy them can also be traded between users.

The game also is centered around The Habbo Way, which are the standards and rules which
all Habbo users are expected to follow. Users are urged to report any breach of it

The service began in 2000 and has expanded to 29 countries®, the latest community opening
in Russia. As of December 2006, over 66 million Habbos have been created worldwide and

there are 7 million unique visitors to the virtual hotels around the world every month(®.

Contents [hide]
1 History - ' r :
|2 Features .Deveioper{s} .Sulake Corporation
2.1 Habbo Home | Publisher{s) Sulake Corporation
|3 Inthe Hotel | Latest version 4-' Release 13.1
3.1 Pets | | _
3.2 Giant Hand Release date(s) == 2000
El= January 2001
2.3 Habbo Club B= ceptember 2004
2.4 Bank of Habbo | [
Genre(s Massively multiplayer
3.5 Activities els) i ; ERREREn
online game
| 4In-Game Games | | g
|5 Moderation and management _Hude[s} Multiplayer
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. il i3 MYspace
a place for friends..
Home Browse Search Invite

Cool New Videos

- Based on the idea of networking with friends and
friends of friends

*49% of the 3,000 children surveyed by Ofcom have a
social networking profile

oIt Is estimated that 19% of all UK youngsters have a
presence on a social networking site (Source: Ofcom)

*Required age for Bebo registration = 13 years
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You T -

Broadcast Yourself™
Videos

Director Videos

* Video sharing websites are where users qgﬂ gle —
can upload, view and share video clips

e Videos can be rated and the number of times viewed
recorded

* Video recorded with mobile phones can easily upload
* YouTube is one of the ten most popular websites

(1] Tube B

Broadcast Yourself™

www.hertsdirect.org O
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* Role-play, adventure and life
simulations are becoming very popular

 Added extra elements of self-expression
and personalisation

* Play on-line with other gamers from
around the world

* Play In real-time

www.hertsdirect.org O
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File-sharing or peer-to-peer (P2P) are terms used to
describe sharing files (resources) directly between
computers.

To get started you will need to download P2P software
from a website

This software creates a ‘shared media’ folder on your
computer from which other P2P users can access your
files

You can then exchange music, videos, games etc with
other P2P users
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School < ~. Outside of

school
e Supervised
e Monitored ?
o Filtered
e Curriculum

www.hertsdirect.org O
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Why is education so important in
this area?

e 99% of children aged 8-17 access
 the Internet

e (Ofcom, 2008)

* 90% of children aged 5 -16 now have
e a computer at home

e (ChildWise, 2008)

www.hertsdirect.org O
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Why Is education so important in this
area?

* Biggest danger is the not knowing —

55% access the Internet everyday
47% for an hour or more

21% liked IM/Chat the most

15% used gaming sites

33% had access In their bedrooms
25% have met someone offline

83% have taken a friend
(CEOP, 2007)



Hotrie Weitiat we do Setadvice Latest riews ¥oung people Recruitmerit

Child Exploitation and Online Protection Centre EEE%ET

child Exploitation and Online Frotection
Centre opened in 2000...

e CEOP works across the UK and maximises international
links to tackle child sex abuse wherever and whenever it
happens.

* provides internet safety advice for parents and carers

e provides information on internet safety and safe surfing
for young people aged 11 to 16 years

e report facility enabling anyone to report any
Inappropriate or potentially illegal activity with or towards

a child online

www.hertsdirect.org O

Hertfordshire




eSafety — Summing up the risks

Content - sexual, racist, violent unreliable/bigoted i.e. safety of
children’s minds

Commerce - scams, phishing and pharming, downloads which
steal information— children’s and parents!

Contact - via interactive technologies — IM, chat, multiplayer
games

Culture - bullying, camera phones, blogging, social networking

One third of young people who go online at least once a week report
having received unwanted sexual (31%) or nasty comments (33%) via
email, chat, instant message or text message. Only 7% of parents think
their child has received such comments.

UK Children Go Online, 2005, 9-19 year olds

www.hertsdirect.org
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It starts with Primary...

 Primary pupils as likely as secondary to
access inappropriate material

e Year 9 girls most susceptible to
‘grooming’

 Year 6, 10 and 11 most likely to plagiarise
(boys more commonly than girls)

e Keeping up with unknown technology
www.hertsdirect.org O
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Challenges Young People Maturity

Like to post images and reveal personal information
Want lots of ‘friends’

Talk about their peers — can be hostile

Use inappropriate nicknames, often sexual

Express insecurities and fantasies

Trick others to make silly, embarrassing, dangerous acts
with video or webcam

Push boundaries - just as we pushed the boundaries as
children

www.hertsdirect.org O
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Over to you — discuss

 How aware are you of eSafety issues?

e Has your child experienced threats to their
eSafety?

* Do you and your child talk about using the internet
safely?
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Home and Family Guidelines

Practical principles  Talk with, NOT at your children.
Agree family guidelines and rules.
Discuss regularly online safety.

Infrastructure Virus and firewall software up to-date,
Browser ‘safe search’ enabled.

Education Learn together about new technologies
and enjoy!

Reflect together about new technologies,
the benefits, dangers and potential.

Systems Keep webcams in family rooms
Monitor time spent on the internet
View the ‘History’ or purchase filtering
software.
Have proportionate responses to
problems.

Your child will not tell you about a problem if they feel their
access to the technologies will be restricted.

www.hertsdirect.org O
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Treat your password like
your toothbrush..
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use 1t...
..and change 1t reqularly!




and finally remember

‘..the risks do not merit a moral panic, and nor do they
warrant seriously restricting children’s internet use because
this would deny them the many benefits of the internet.
Indeed, there are real costs to lacking internet access or
sufficient skills to use it.’

‘However, the risks are nonetheless widespread, they are
experienced by many children as worrying or problematic,
and they do warrant serious intervention by government,
educators, industry and parents .’

http://www.children-go-online.net/

www.hertsdirect.org O

Hertfordshire




eSafety - resources

www.thinkuknow.com
nttp://www.childnet-int.org/
nttp://www.bbc.co.uk/webwise/
nttp://www.iwf.org.uk/

nttp://www.getnetwise.org/
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Aims of this session

e Look at how children are using the Internet
* Raise awareness of eSafety issues

e Consider ways of supporting parents/ carers
o Offer guidance on keeping your child safe

* Next steps

PN

Respond to Promote the
the negative positive
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